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Incident Response (IR)
Tabletop Exercise

HOW PREPARED ARE YOU TO RESPOND TO A CYBER ATTACK?

A tabletop exercise evaluates your ability to respond effectively to a cyber incident or breach and measures the
effectiveness of your existing IR procedures, tools and policies. Our exercises review your processes for each
stage of the incident management lifecycle and provide recommendations to reduce your cyber risk.

KEY OUTCOMES — )
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Our certified and experienced IR consultants executive stakeholders to ensure
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Incident Response including workflows,
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* Injection of custom scenario “twists” to
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a simulated cyber attack
» Executive briefing with high-level
recommendations for improving your

The response procedures that you've
response capabilities

documented won'’t necessarily be carried out

the way you expect in a real scenario without « Final report on key observations and
testing people’s actual reactions and detailed recommendations for detection,
behavior. response, containment and remediation

We test your decision-making process during

a cyber attack by presenting custom

scenarios in a roundtable environment while WHY CYBERPROOF
reviewing the strengths, weaknesses and

areas of improvement.  Fast and robust assessment of your
end-to-end incident response plan

a A, Reduce the impact of a successful « Non-intrusive approach
— breach

e Certified consultants with hands-on

experience in high-pressure cyber crisis
We review your processes within each stage situations

of the incident management lifecycle (Pre-
pare, Identify, Contain, Remove, Recover),
and prepare your team to have the right
information available to quickly remediate a
cyber incident before damage is done.

e To maximize value, we consider both the
threats most relevant to your business
and the goals you want to achieve
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Step1 Step 2 Step 3
Activity: A thorough review Activity: Interview with key Activity: Create custom
of current IR plan stakeholders scenarios
Time frame: 1 day Time frame: 1 day Time frame: 2-3 days
Step 4 Step 5
Activity: Tabletop exercise Activity: Custom reporting
execution & outline discussion

Time frame: 1 day

Typical Stakeholders

Time frame: 2-3 days

Executive - Board Members, C-Suite, CISO, Public Relations, General Counsel

Operational - IR Team, IT Service Delivery, IT Service Management, SOC Team

KEY DELIVERABLES

Executive briefing
» High-level overview of the exercise

« How participants performed in relationship to
incident response and commmunications plans

« High-level recommendations for improving the
IR Response capabilities and/or overall security
program

Final report

Key observations
Detailed reporting on participant activities

Detailed recommendations for improving
detection, response, containment, and
remediation capabilities

Get in touch now > https://go.cyberproof.com/talk-to-an-expert

ABOUT CYBERPROOF

CyberProof is a security services company that helps organizations to intelligently manage incident detection and
response. Our advanced cyber defense platform enables operational efficiency, provides complete transparency,
and dramatically reduces the cost and time needed to respond to security threats and minimize business impact.
CyberProof is part of the UST family. Some of the world’s largest enterprises trust us to create and maintain secure
digital ecosystems using our comprehensive cyber security platform and mitigation services.

For more information, see: www.cyberproof.com

LOCATIONS

Barcelona | California | London | Paris | Singapore | Tel Aviv | Trivandrum
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